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Abstract

Background & Purpose: The importance of information risks and the
protection of the organization's information assets has required the creation of a
type of information security management system appropriate to the level of
information. Based on this, in the current research, the design of the IT security
management model is discussed with the approach of the professional ethics
policies of the employees.

Methodology: This research has a mixed approach. Thematic analysis strategy
was used in the qualitative part and survey strategy was used in the quantitative
part. Data collection was done in the qualitative part using interviews and in the
quantitative part with the help of a questionnaire. A number of 12 semi-
structured interviews were conducted with two groups of academic and academic
experts and executive experts until reaching theoretical saturation. After
implementing the text of the interviews in the Max Coda software, through the
theme analysis technique based on Etride and Sterling's approach, the research
data were analyzed in three stages of basic, organizing and comprehensive
themes. The statistical population of the quantitative part included municipal
managers and experts, and 384 questionnaires were distributed and analyzed
among them.

Findings: The research findings were organized into 6 comprehensive themes of
professional ethics, commitment and responsibility, creativity and innovation,
human resource management, human resource performance and organization
structure, and 24 organizing themes and 244 basic themes. Quantitative data
analysis indicated the proper fit of the model and confirmed it.

Conclusion: Ethical behavior of employees is very important in the field of
information technology security. If employees do not follow the policies and
ethical principles, it may lead to data or systems security breaches. Behavioral
monitoring can remind employees of the policy and put them on the correct
behavioral path.
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